
Crypt ‘ O ‘ Pack
in security

by innoidea

the next generation of

and communication

Lajos Nagy, 2005

2009. augusztus 7.



Crypt ’O’ Pack

• Realtime Encryption and Compression of data flow

• PKI Authentication

• Multiplatform solution

• Portable source

• Automatic, on-the-fly network/socket parameter 
modification - depend on network signal quality

• Works without robust Client side installation

next generation
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Crypt ’O’ Pack
next generation
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PKI authentication

Virtual  Network

Crypt ’O’ Pack
next generation

COPng 
Portforward

COPng 
Tunneling - 

TUN

Client side applications and services

Mapped 
server port

COPng 
Tunneling - 

TAP

Destination network
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internet

X
GPRS

WLAN

ADSL

Platform and network 
independent secure 

data connection

- LDAP
- VNC
- X11
- Telnet
- SSH
- RSync

- HTTP
- IRC
- Samba
- POP3
- IMAP
- SMTP

- Remote Desktop
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Secure WLAN and internet sharing

Local WLAN Corporate LAN

Main administration server with 
configuration database

internet

COPng

OpenWRT

Wireless

Administration

Server

Corporate

Network
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Crypt ’O’ Pack

• Crypt

• SSL based library with automatic selection of 
the strongest available cryptographic 
algorithm by the beginning of connection

• Modular algorithm handling

• More SSL implementations are supported, but 
“session-caching” support is mandatory
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Crypt ’O’ Pack

• Compression

• Open-source standard compression libraries (BZIP2, 
GZIP, LZO).

• Compression algorithm and method connectivity by 
application type.

• Expandable algorithm store for special applications.

next generation
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Crypt ’O’ Pack

• Authentication

• PKI based authentication

• Own PKI server

• Integrated into COPng 
administration system

• External PKI server

• X500

• LDAP

• Windows Active Directory
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2009. augusztus 7.



Crypt ’O’ Pack

• Multiplatform solution

• Windows (all 32 bit version)

• WindowsCE, PocketPC (ARM processor)

• Linux, BSD clones

• Apple Mac OS X, IBM AIX

• QNX, BeOS, stb.
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Crypt ’O’ Pack
• Server side

• FreeBSD-based COPng HA Cluster

• Special, ultra-fast database engine

• WEB based administration interface

• Connection definitions

• User and Group definitions

• Certificate (PKI) administrator

• RADIUS server connection
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Connection definitions
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Group definitions
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Main user definitions
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User with PKI defintions
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COPng IPSec OpenVPN

Tunneling
support

TUN/TAP
modified IP 

stack
TUN/TAP

Security protocol SSL IPSec SSL

Multi threaded 
application

YES no YES

Compression
gzip, bzip2, 
lzo, none

no no

Automatic socket 
tuning

YES no no

Running in ... users pace kernel space user space

Comparison of different solutions
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Crypt ’O’ Pack

• Development strategy

• Optimization of IPv6 and Mobile IPv6 
implementation

• Support for other embedded systems

• OpenWRT

• uCLinux

• Improvement of intelligent network parameter 
handling for wireless networks

next generation
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Crypt ’O’ Pack
• Why COPng?

• Simultaneous encryption and compression of data 
makes it a faster and more secure transfer layer than 
existing alternatives!

• No bloated client-side installation required, works 
even with a pendrive copy...

• Intelligent, automatic network parameter handling to 
optimize air-net (GPRS, WiFi, Bluetooth) usage

• Integrated RADIUS server administration and 
connection

next generation
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Crypt ’O’ Pack

• Why not COPng?

• Not free, not opensource

• Not cheap

• Unable to monitor the data in COPng channel
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